Windows Registry Configuration
Open Regedit.

Navigate to HKEY _LOCAL_MACHINE\Software\Apple Computer, Inc\iTunes.
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Name the key: Parental Controls.



Right click on the Parental Controls registry fold and create another key.

Name this key Default.

With the newly created Default registry folder selected, right click on the window pane to the right of
the navigation pane and select: New -> DWORD.
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Name this DWORD: AdminFlags.



To determine the value to place in the AdminFlags DWORD we will refer to Apple’s table.

UserFlags/AdminFlags Name Hexadecimal Value | Decimal Value
kParentalFlags_Locked 0x00000001 1
kParentalFlags_DisablePodcasts 0x00000002 2
kParentalFlags_DisableMusicStore 0x00000004 4
kParentalFlags_DisableSharing 0x00000008 8
kParentalFlags_DisableExplicitContent 0x00000010 16
kParentalFlags_DisableRadio 0x00000020 32
kParentalFlags_RestrictMovieContent 0x00000040 64
kParentalFlags_RestrictTVShowContent 0x00000080 128
kParentalFlags_DisableCheckForUpdates 0x00000100 256
kParentalFlags_RestrictGames 0x00000200 512
kParentalFlags_DisableMiniStore 0x00000400 1024
kParentalFlags_DisableAutomaticDeviceSync 0x00000800 2048
kParentalFlags_DisableGetAlbumArtwork 0x00001000 4096
kParentalFlags_DisablePlugins 0x00002000 8192
kParentalFlags_DisableOpenStream 0x00004000 16384
kParentalFlags_DisableApple TV 0x00008000 32768
kParentalFlags_DisableDeviceRegistration 0x00010000 65536
kParentalFlags_DisableDiagnostics 0x00020000 131072
kParentalFlags_AllowITunesUAccess 0x00040000 262144
kParentalFlags_RequireEncryptedBackups 0x00080000 524288

To calculate the value we will place in AdminFlags we select the options we want from the table and add
the HEX values together. If this registry edit is being deployed through group policy decimal values
should be used. (As a side note we will always add the kParentalFlags_Locked value to keep the parental
options from being changed by the user in the iTunes preferences menu).



For example if we want to Lock Parental Controls, Disable the Music store, Disable explicit content, and

allow iTunes U. We would sum the HEX values:
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(To calculate these values you can use the Windows calculator’s scientific mode (for XP) or programmer

mode (for Windows 7) to calculate in HEX base numbers.)
The value we would then enter into AdminFlags is: 40015.

For another example, if we wanted to enable all the Parental flags except for RequireEncryptedBackups,

the value we would enter into AdminFlags would be: 7FFFF.



Mac Registry Configuration

To set up parental controls in iTunes for Mac without the use of the Mac OS X Server’s Workgroup
Manager, we will have to use a .plist editor. | will be demonstrating with Pref Setter, which can be
downloaded for free at: www.nightproductions.net/prefsetter.html

First, you will need to navigate to \Users\*Current User*\Library\Preferences and find the file named

com.apple.iTunes.plist
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Copy the file and paste it into Library\Preferences. This will ensure that any new users created on the
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machine will inherit the Parental Controls.

After pasting the file, open Pref Setter. Click the drop down arrow next to System Preferences and scroll

com.apple.JapaneseAnalysi
3

PLIST

com.microsoft.helpviewer.
plist

down until you see com.apple.iTunes.plist under System Preferences.
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Double Click com.apple.iTunes.plist and it should open a window that looks like this:

O O O  Open Domain Quickly (=R Wele) [5] com.apple.iTunes.plist
|\¥ ) Q- Search Domains ) - N Q- Search Keys / Values
Info  Launch Search

¥ System Preferences

<
|

|8] NSGlobalDomain | Class Value

3 com.apple.alf | dontAutomaticallySynclPods

A com.apple.AppleFileServer

: com.apple.AppleShareClient & i ed Dlcfioriary o L

..E" com.apple.ARDAgent lookForSharedMusic Boolean s true

if com.apple.audio.DeviceSettings

? 0 inle seidic) Sy temise tin PLGD:iTunes.rsrc+iTunes Classic Visualizer Data + (Data item)

? com.apple.BezelServices PPr2:1:Music Store Data 4 (Data ltem)

,‘— com.apple.Bluetooth

i R e pref:130:Preferences Data + (Data item)

E com.apple.Catapult pref:301:Pairing Preferences Data 4 (Data ltem)

?" com.apple.dockfixup

? com anplediver ApsleiRCoot ) pref:400:Touch Remote Preferences Data + (Data item)

:_ com.apple.HIToolbox RDoc:131:Documents Data 4+ (Data ltem)

E com.apple.iLife09

5 com appleiTines v\,‘{ » sidebar-distinguished-playlists Dictionary v 7 Keys
2 storefront String s 143441-112

l

To add Parental Controls to the plist, click on Actions -> Add New Key.



Apple has provided an image that shows all the possible Parental Control Keys you can add to the plist.
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As an example we will add the allowiTunesUAccess key



After selecting to add a new key, click on the name of the new key you created and name it

allowiTunesUAccess.

O OO  Open Domain Quickly | com.apple.iTunes.plist (=)
U @‘ Q- Search Domains (Qv Search Keys / Values N
Info  Launch Search

v System Preferences

@) NSGlobalDomain

:l" com.apple.alf

A com.apple.AppleFileServer

:.. com.apple.AppleShareClient dontAutomaticallySynciPods Boolean , false

8) com.apple.ARDAgent » license-agreements Dictionary 4 1Key

:l: com.apple.audio.DeviceSettings

:.: o anpleiatid(o Systemseiing s lookForSharedMusic Boolean y true

®) com.apple.BezelServices PLGD:iTunes.rsrcriTunes Classic Visualizer Data + (Data ltem)

:-: com.apple.Bluetooth

:': omianp R yteRangeloeking PPr2:1:Music Store Data + (Data ltem)

¥ com.apple.Catapult pref:130:Preferences Data 4 (Data ltem)

:': com.apple.dockfixup -

i oo annle deiver ApplelRCont pref:301:Pairing Preferences Data + (Data ltem)

8) com.apple.HiToolbox pref:400:Touch Remote Preferences Data + (Data ltem)

:l” com.apple.iLife09

|@. ey ‘:' RDoc:131:Documents Data + (Data item)

/| » sidebar-distinguished-playlists Dictionary % 7 Keys 3

——— y

Next, click on the class selection and change it from String to Boolean.
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Finally click on value, which will toggle the entry to true.

To save the plist, click on the red button in the upper left hand corner to close the plist. It will then prompt
you to save.



